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Introduction 
EnviroChain®, an online chain of custody (COC) service, can be used to submit COCs to 
laboratories in place of a hardcopy format.   

 

This document will help EnviroChain users correctly identify and utilize components of the 
EnviroChain mobile application for Apple iPhones and iPads.  It discusses the app features, and 
how they are used to generate and submit COCs.  This document is written in a way that assumes 
a level of familiarity with general COC submission concepts.  It is also written in a way that 
assumes that the user has access to an iPhone or iPad, and the EnviroChain app. 

 

Note:  This document, while written for both iPhones and iPads, refers to the app as being an 
iPhone app.  However, the functionality is applicable to both types of Apple products. 

 

Note: An iPhone operating system of iOS 7 or higher is required to download the current 
EnviroChain app version. 

 

All information in this document is intended as an overview of the iPhone app EnviroChain 
functionality.  For more information about EnviroChain, please contact Promium Support.    

 

 

Getting Started 

The iPhone app can be used with existing Sample Generator accounts.  This account can be used 
to log into the iPhone EnviroChain app under your Sample Generator profile.  This gives you 
access to all of your profile information, including items such as laboratories, projects, and 
shipping preferences. 

 

Note: The app can be used to generate a user account.  

 

To find the EnviroChain section of the Promium website, open any web browser and navigate to 
the Promium website at www.Promium.com 

Once on the Promium website, select the EnviroChain option from the menu bar.  

http://www.promium.com/
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Create a Login Account for EnviroChain 
To create an account for EnviroChain: 

1. Open any web browser and go to www.Promium.com 

2. Select the EnviroChain option in the blue banner on the screen. 

3. On the right hand side of the screen select the Sign Up icon, located underneath the 
option to Login.   

4. In the expanded menu under the Sign Up option, select Sample Generators. 

5. Create a user account following the provided prompts. 

6. Once completed, an automated email will be sent to your account.  Follow the link 
provided in the email text body to successfully complete registration. 

 

Note: If EnviroChain is already being utilized within your organization, contact an 
EnviroChain Sample Administrator to determine if a new EnviroChain account is needed, 
or if an invitation to join an established sampling team is appropriate. 

 

 
Email notification text body 

 

For more information on building a Sample Generator user profile, please refer to the Sample 
Generator Guide documentation or contact Promium Support. 

 

http://www.promium.com/
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Login 
To log into the iPhone app, you will first need to download from the app store.   

Note: If downloading the EnviroChain app for an iPad, you will have to change the setting on 
the app store to iPhone Only.  This app will not be listed for iPads only. 

 

Once installed, you will see the app icon appear on your screen. 

 

 
EnviroChain phone app icon 

 

Open the EnviroChain app.   

 

You can log in through the launch screen by providing the username and password you specified 
when you created your profile.    

Alternatively, this screen provides a link to register as an EnviroChain user, if you do not already 
have a profile.   
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Login screen 

 
  
 
 

Settings 
The setting screen contains information about you, the Sample Generator.   

 

On the Settings screen, you can view and update your user information, company details, and 
password.  There is a tab for each information type available.  The information fields for each 
information type can be edited on their respective field. 

 

To access the Settings screen, select the Settings icon on the home screen.  The icon is located in 
the upper right hand corner of your screen.   
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Settings screen, User, Company, and Password input views 

 

From this screen, you can return to the Home screen or Logout of the application. 

 
 
 

Sync 
If you are offline, you will need to synchronize the application in order to submit the COC. 
Simply click on Start Sync and wait to receive a confirmation message that your data has been 
sent.  

 

Note: In order to sync, you must be connected to WiFi or your cell phone network, and you must 
have an EnviroChain account. 
 

To sync your phone to the Cloud, select the Sync icon located at the top of the screen. 

This will direct you to a new screen where you can elect to start the sync.  This screen will 
provide you with the date of your last synchronization.   
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Sync screen 

 

You can also access a log of all dates that the sync was done.  To find the sync history, select the 
Log option, located in the upper right hand side of the sync screen. 
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Home Screen 
From the Home Screen, you can view submitted chains of custody (COCs), edit previously 
started COCs, create a copy of an existing COC, delete COCs, or create new COCs.  

 

 
EnvioChain iPhone app home screen 

 

Additionally there are filter criteria available so that you can select the order that you would like 
to sort and view your COCs.  

 

 
Home screen, available sort options 
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You can also view your profile settings from the Home screen. 

 

Note: You can work on the home screen either on or offline.  Completed COCs do not send 
when offline, but they will be sent to the lab when you are online and sync the application.  

 

The home screen has two available views, Submitted and Edit. 

 

 
Home screen, Submitted and Edit input views 

 

To view all submitted COCs, select the Submitted toggle, located at the top of the screen. 

 

Toe select all COCs which have not yet been submitted and which can still be edited, select the 
Edit option, located at the top of the screen. 

 

Note: Only a COC which has not been submitted can be edited.  All submitted COC versions are 
final. 
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From this screen, you can also select how you would like to filter COC results in order to more 
easily view.  You can sort by date, project, or client.  To select your sorting specification, select 
the sort icon, located at the top left hand side of the screen. 

 

From this screen, for Submitted COCs only, you can view the PDF version of the COC which 
was submitted.  This can be accessed by selecting the icon located to the right of each COC 
name.   

 

 
Hardcopy COC format 

 

Within a Sample Admin team, editable COCs may be shared between team members.  If a COC 
has been shared, there will be a statement “Shared COC” to the left of the COC name. 

 

Note: All modifications, additions, or submission information made by any given user will be 
synced to all users the COC has been shared with.



EnviroChain Sample Generator iPhone® &iPad® Mobile App User Guide      11 
 

Document version 1503    

Add COCs 
You can add COCs through the iPhone app in either one of two ways—by manually adding a 
new COC, or by copying an existing COC to generate a new COC which has similar information 
and samples as a previously submitted COC. 

 
 
 

Add A New COC 
From the Home screen, you can select the Add icon located at the top of the screen in order to 
add a new COC. 

Once selected, the Add icon will direct you to a screen that allows you to select one of the input 
views used to populate a new COC: Lab, Project, Samples, Notes, Shipping, Signatures, and 
Submit.   

 

Note that these are the same fields found in the online EnviroChain version for COC submittal. 

 

 
New COC screen 
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Copy a COC 
Existing COCs can be copied and used to generate a new COC.  This is ideal for repeating 
sample submission. 

To copy an existing COC, simply select the COC that you would like to copy, and then select the 
copy icon located on the Home screen of the app.   

 

 
Edit tab, recent COC screen  

 

A popup will open asking you to confirm if you would like to create a new COC by copying the 
contents of the specified COC that you have selected.   

Select Yes to copy the COC.  Select Cancel to return to the Home screen. 
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Copy a COC confirmation screen 

 

 

COC Information Fields 
 

Both options will ask for the following information: 

 

To add or modify information on any COC, you will be directed to a screen which contains links 
to different information input areas.   
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New COC screen 

 

 

These input areas categories are as follows:  

• Lab:  This screen permits addition of the lab that the COC is intended for, as well as a 
contact email address 

• Project: Select or create the Client and Project that the samples will be  collected for 

• Samples: Identify samples to be  collected by the Sample Generator. These can be both 
added and modified through this screen 

• Notes: Add any notes or memos to the COC   

• Shipping: Specify the shipping method, and number of containers.   Additionally state 
sample pick-up location and whether or not they are currently ready. 

• Signatures: Add  signatures for the PDF of COC , 

• Submit: Submit the COC and specify recipient of billing charges 
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Lab 
You can specify the lab that the samples are to be submitted to through the Lab input view.   

 

 
New COC Lab screen 

 

To select a lab: 

1. Follow the Lab link to the lab input screen 

2. Select a lab from the available options on the lab screen.   If the required lab is not 
present on this list, revisit Favorite Labs on the web application. 

Note: To view a specific lab, enter the name of the lab into the Search box 

3. Once a lab has been specified, you will be directed to a screen with available laboratory 
contacts.  Select the appropriate contact from this list. 

4. Once selected, you will be re-directed to the New COC screen 
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Project 
You can specify an existing client and project that you would like to use for the new COC, or 
create a new client or project. 

 

 
New COC Project screen 

 

Note: In this screen, you can sort the available client projects by either project or client, to 
expedite your search for the appropriate entry.  To specify your sorting order, select the sort icon, 
located in the upper right hand corner of your screen.  This will give you the sorting options, or 
the option to cancel your sorting request. 

 

Note: If you do not see the Project or Client you would like to use on your COC, you can add 
them through this screen. 
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New COC Project screen available filters 

 

 

Select a Project 

To select the project, select the Project name in the Project screen. 

 

Edit a Project 

To edit the project, select the edit icon, located to the right of the project name.  This will take 
you to the Edit Project screen, where you can edit information including the project name, 
details, and the address and location of the client.   

Additionally, you can modify the account codes, and you can state a requirement for field data 
by use of a yes/no function, as well as specify the Field Data type (either Standard or ADaPT). 
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Edit Project screen 

 

Note: If present on the site for project address, the GPS functionality may be used. 

 

 

 

 

Add a Project or Client 

To add a new project, select the Add icon located in your Select Project screen.   

 

Your screens will then give you three options: Add a New Client, Add a New Project, or Cancel. 
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Select Project screen, Add a New Client and Add a New Project options 

 

Select Add a New Client to add a new client.  Select Add a New Project to add a new project.  
Select Cancel to return to the Select Project screen. 
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Add Client and Add Project screens 

 

You will need to save all entries if you selected either Add a New Client or Add a New Project. 
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Samples  
You can add samples to each COC.   

 

To add a new sample to the COC, select the add icon at the top of the Sample screen.   

 

To copy a sample  already listed on the COC, select the checkbox located to the left of the 
sample name.  Once the checkbox has been selected to indicate the sample you would like to 
copy, select the Copy icon, located at the top of the screen. 

 

To delete a sample from a COC, place your finger onto the sample to select, and swipe left.  A 
delete option will appear on the right hand side of your screen to confirm. 

 

 
New COC Add Samples screen 

 

Once you add either a new or copied sample, you will be re-directed to a new screen—the New 
Sample screen. 
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This screen contains two input modes available for entry; either Basic (fewer options), or 
Advanced.  Each input mode is explained in detail below. 

You can view either mode by selecting the appropriate icon located at the top of your New 
Sample screen.   
 

Basic Input mode 

The Basic input mode contains only essential information about each sample.  This screen 
permits you to enter a condensed amount of information about each sample added. 

 

 
New Sample screen, Basic input mode 
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Advanced Input Mode 

The Advanced input mode contains additional fields to provide an expanded amount of 
information about each sample being added.   

 

 
New Sample screen, Advanced input mode 
 
 

Note: The Location feature of EnviroChain will need to be configured through your device 
Settings in order to function as intended.  This feature uses your device’s tower triangulation in 
order to determine your latitude and longitude.   

 

 

In order to enable the Location feature: 

1. Go to your device Settings 

2. Under your Settings, scroll down to all listed apps until you see EnviroChain listed.   

3. Select EnviroChain.  This will take you to a screen where you can select the  input view 
Location.   
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4. Select Location.  This will take you to a new input view  

5. Select Always 

 

 

 
Device Settings, EnviroChain app, Location input view 

 
 

 
 

Method 

Through either input view on the Sample screen, you can select the method(s) for which your 
samples will be analyzed. 
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Method screen 
 
 
 

To find the method you would like to add to your sample profile, select the search icon located 
next to the Method field.  This will open a subscreen, which has all available methods listed as 
provided by the chosen laboratory.   

There is a search function available on this screen that will allow you to find a specific method 
more quickly. 

 

If the method needed is not available in this list, a free form type option is available. 

 

The star near the method input box is used for favorite methods that have been chosen and saved 
to the users web application. 

 

To select a method for your sample, select the checkbox located to the left of the method name.  
This will add the method to your sample. 
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To delete a method from your sample:   

1. De-select the checkbox located to the left of the method name.   

2. In method text box, place cursor after method to delete and push the back button. 

 

This method will no longer be associated to the sample. 

 

Copied COCs and Copied Samples will retain most of the information previously entered, such 
as the sample name, method, and container.  Some information, such as the time and date, will 
need to be entered on all copied Samples and COCs.    
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Notes 
Notes can be added through the iPhone app which will be used on the hardcopy .pdf version of 
your COC format.  These notes can be later modified. 

 

 
Notes screen 

 

 

To add a note to your COC, select the Notes option in the New COC screen.  This will take you 
to a new input view, where you can enter notes.  Notes can be entered by using your touchpad, or 
by use of your voice command.   

 

When you are finished adding notes, select the Save option located at the top of the Notes screen.  
Select Back to return to the New COC view. 
 

Note: All notes from a Copied COC will be added to  the new COC.
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Shipping 
The Shipping Method screen can be used to specify the shipping method used to deliver the 
samples that you are sending to the laboratory.  The options available are dictated by the specific 
laboratory’s EnviroChain option setup.   
 

Once you have finished entering sample information, proceed to Shipping. 

 

 
Shipping screen 

 

This screen has five tab options available that will control the screen input view.  These options 
are FedEx, UPS, Courier, Dropoff, and Other. 

 

Note: On all options available, you will be asked to enter the number of coolers being sent, and 
the cooler weight. 
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FedEx 

When you select FedEx as your shipping option, you will be asked for the Shipping 
method/priority and the  optional information including the Lab Account #, , and the Package 
Tracking number.   

Note: EnviroChain does not directly link to a FedEx account. 

 

 
Shipping screen, FedEx shipping method option 
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UPS 

When you select UPS as your shipping option, you will be asked for the Shipping 
method/priority and the optional information including the Lab Account #, , and the Package 
Tracking number.   

Note: EnviroChain does not directly link to UPS account. 

 

 
Shipping screen, UPS shipping method option 
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Courier 

When you select the Courier as your shipping option, you will be asked to specify whether the 
work address is the sample pickup location.   

Note:  If you have adjusted the Location function for your EnviroChain app under your device 
Settings to ‘Always’, your current location will be automatically populated.  

 

Additional fields that you will be asked to fill in include the address, a date and time that samples 
will be ready, and any notes for the courier.   

 

Use of the Courier shipping option will send an email to the Laboratory Contact indicating time 
and location to send the courier.   

If necessary, a courier cancellation email may also be sent. 

 

You will be asked to specify whether samples are ready now, or will be ready at a later time for 
pick up. 

 

 
Shipping screen, Courier shipping method option 
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Dropoff 

Using dropoff as your shipping option, you will be asked to specify the dropoff address.   

 

Additionally, you can add the location to a map using the Map It hyperlink. 

 

 

 
Shipping screen, Dropoff shipping method option 
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Other 

This option allows you to specify a  shipping method other than the specific choices provided, by 
using the  memo screen to include shipping method information using free form text. 

 

 
Shipping screen, Other shipping method option 
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Signatures 
When you have finished your COC, you will need to add a sampler signature, as well as 
signatures for anyone who relinquishes / receives the samples. This can be done digitally through 
the iPhone application.   

 

The Sampler Signature is defined by the person taking the samples, or the team leader of the 
field crew.   

If needed, place additional sampler names in the Notes section of the COC. 
 

 
Signature screen 

 

To add a signature to your COC, select the Sampler name in the space provided.  Once this has 
been populated, select the option Tap to Sign located in the center of your screen.  This will re-
direct you to a screen where you can use a finger or stylus pen to add your signature. 
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Signature input view 

 

A relinquisher or receiver can also be specified on the COC format, and these can be added 
through the Signature screen. 

 

To add either a Relinquisher or Receiver, select the Add icon, located next to the Receiver name 
on your Signature screen.  This will direct you to the Relinquish/Receive screen. 

In this screen, you can specify who you are adding by populating either the Relinquisher or 
Receiver fields with a name and company.   

 

The bottom of the screen will display the E-Signature Data, which is the legally binding 
signature on your COC. The time that you sign and the physical location of the relinquisher or 
receiver area also displayed. 

 

Some potential signature use methodologies are as follows: 

• Shipping services:  Add the Sampler Signature, Add the Relinquished Signature, then in 
the received location indicate shipping service then Submit/Sync COC.  The shipping 
service’s internal tracking may be used for custody purposes. 

• Courier or Dropoff: Add Sampler Signature, and when the receiver is present, add the 
relinquished signature and pass device to the receiver for signature then Submit/Sync 
COC. 

• Sample pass off infield: EnviroChain may utilize multiple sets of relinquished and 
received signatures.  If a pass off is necessary in field, add a set of Relinquished and 
Received signatures.  Do not Submit/Sync COC.  The person that has now received the 
COC/Samples may continue adding and modifying COC if it has been shared with that 
user. 
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Note: If a user has not had the COC shared with them, login to web application on the 
device, and with the appropriate permissions, Share the COC with the User who now has 
custody of the samples. 

• Submit/Sync COC prior to sample handoff: In some cases sending the COC 
information is highly valuable.  Add Sampler Signature, and do not add relinquished and 
received signatures then Submit/Sync. When the samples arrive at the lab, the PDF of the 
COC may be electronically signed or printed for hard copy custody transfer signatures. 

 

 
Relinquish/Receive signature screen 
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Submit COC 
When you have finished your COC, you can submit it through the phone app. 

 

Note: Once submitted, a COC can no longer be edited. 

 

Note: Your COC will not be submitted until you have connected to WiFi and synchronized the 
application. 

 

To submit a COC, open the Submit screen. Specify your billing criteria.  Add any email 
addresses for additional recipients of the COC. 

Select the Submit icon, located in the lower half of the screen. 

 
 

 

Submit screen 
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Unique COC identifier 

Once a COC has been Submitted, a screen will open to Sync your device.   

Once this sync has been completed, a new screen will open, indicating that the COC has been 
successfully synced.  This screen will provide you with  a unique COC identifier.   

This COC identifier can be used to ensure that your samples are easily identifiable in the 
laboratory.  To use, simply include the Identifier with the samples in the cooler (or container) 
used to transport them to the lab. 

In addition, Custody seals may be printed off of the Promium website with named fields for this 
information. 

To print a custody seal: 

1. Go to the Promium website at www.Promium.com 

2. Navigate to the EnviroChain screen by selecting the EnviroChain option found in the 
blue banner at the top of the screen. 

 

3. Once you are on the EnviroChain screen, select the Sample Generator tab. 

 

 
Promium website, EnviroChain screen, Sample Generators tab 
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4. This tab will have the option Print Custody Seal Label on the right hand side of the 
screen in blue font.  Select this option. 

 

5. A subscreen will open with a Chain of Custody Seal format.  You can print this screen 
through the print option located in the upper right hand side of the screen. 

 

 
Chain of Custody Seal screen 
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